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Foreword 
 

This document has been prepared by the Norwegian Public Roads Administration (NPRA) with the 
support of SINTEF, Norway. 

The document shall be used when designing Roadside ITS stations (ITS-S) and/or developing ITS 
application(s) that is implemented in Roadside ITS-S along the Norwegian public road network. 

The document is subject to frequent revisions in line with the more detailed specifications of ITS 
applications. It is the responsibility of the ITS application developer/designer to assure that the latest 
version of the specification is used. The document history is shown on the last page. 

 

Copyright 

The document is the property of the Norwegian Public Roads Administration (NPRA) and parts of or 
the whole document should not be copied and/or used in other specifications without the consent of 
NPRA.    
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Introduction 
This document specifies functional and non-functional requirements for Roadside ITS stations to be 
implemented in the Norwegian road network. The specifications are developed and maintained by 
the Norwegian Public Roads Administration with the support of SINTEF. 

The main objective of the document is to standardise the design of Roadside ITS stations and its 
interfaces as far as possible. The standardisation has the following benefits: 

• Enables interoperability of systems/services 
• Encourages innovation, fosters enterprise and opens up new markets for suppliers 
• Creates trust and confidence in products and services 
• Expands the market, brings down costs and increases competition 
• Enables interchangeability of system component suppliers 

The functional architecture is based on the ITS services defined in ISO 14813-1 ITS - Reference model 
architecture(s) for the ITS sector – Part 1: ITS service domains, service groups and services. The 
physical and communication architecture is based on the standards prepared by the European 
Telecommunication Standards Institute (ETSI). Other European (CEN) and international (ISO) 
standards and European Directives have been used wherever applicable. 

The document is a living document and it will be updated in line with the more detailed specification 
of the different ITS applications that will be implemented in the Roadside ITS stations.   

The document layout follows the standard layout of CEN and ISO standards and it has the following 
table of content: 

• Foreword 
• Introduction 
• Conformance 
• Normative references 
• Terms and definitions 
• Symbols and abbreviations 
• System architecture 

o Roles and responsibilities 
o Functional architecture 
o Physical and communication architecture 
o Information architecture 
o Security 
o Interfaces 

• Functional requirements 
• Security requirements 
• Technical requirements 

 

It should be noted that this specification focuses on the Roadside ITS Station which makes it seem as a hub in the ITS sub-
system architecture. However, this specification does not limit or prevent any ITS application to be implemented in other 
ways than those shown in the Functional requirements, e.g. by vehicle to vehicle communication (V2V) or vehicle to central 
system (V2X) without allocating any functionality to the Roadside ITS station. 
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1. Scope 
The scope of the specification is the functional and non-functional requirements for the Roadside ITS 
station being a major component of the Roadside sub-system, see Figure 1. The physical architecture 
of the Roadside sub-system is further described in clause 6.3 Physical architecture.  

 

 
 

 The scope of the document 
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2. Conformance 
This specification defines the functional and technical requirements for Roadside ITS stations and has 
no specific conformance test defined herein. 

Conformance declarations for the various parts of a CALM-compliant system shall be based on the 
relevant CALM related international standards. 

Conformance to any other International Standard or specification referenced in this specification 
shall be ascertained according to the requirements of the referenced standard or specification. 

Conformance to this specification is therefore a matter of self-declaration of compliance, or by 
submission to a test house to ascertain that the provisions of the clauses of this specification have 
been adhered to. 
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3. Normative references 
 

Reference Full reference 

 

Directive 2004/108/EC 

Directive 2004/108/EC of the European Parliament and of the Council of 15 
December 2004 on the approximation of the laws of the Member States relating to 
electromagnetic compatibility and repealing Directive 89/336/EEC 

CEN/ISO TR 17427-1 ITS -- Cooperative systems -- Roles and 
responsibilities in the context of cooperative ITS 
based on architecture(s) for cooperative systems 

CEN/ISO TR 17427-10 ITS--Cooperative ITS – Driver distraction and information display 

CEN/ISO TR 17427-11 ITS--Cooperative ITS – Compliance and enforcement aspects 

CEN/ISO TR 17427-12 ITS--Cooperative ITS – Release processes 

CEN/ISO TR 17427-13 ITS--Cooperative ITS – Use case test cases 

CEN/ISO TR 17427-14 ITS--Cooperative ITS – Maintenance requirements and processes 

CEN/ISO TR 17427-2 ITS--Cooperative ITS – Framework Overview 

CEN/ISO TR 17427-3 ITS--Cooperative ITS – Concept of operations for ‘core’ systems 

CEN/ISO TR 17427-4 ITS--Cooperative ITS – Minimum system requirements and behaviour for core 
systems 

CEN/ISO TR 17427-5 ITS--Cooperative ITS – Effective approaches to security 

CEN/ISO TR 17427-6 ITS--Cooperative ITS – Core system risk assessment methodology 

CEN/ISO TR 17427-7 ITS--Cooperative ITS – Privacy aspects 

CEN/ISO TR 17427-8 ITS--Cooperative ITS – Liability aspects 

CEN/ISO TR 17427-9 ITS--Cooperative ITS – Compliance and enforcement aspects 

CEN/ISO TS 17419 Intelligent transport systems -- Cooperative systems -- Classification and 
management of ITS applications in a global context 

CEN/ISO TS 17423 ITS—Cooperative systems—ITS Application requirements and objectives for 
selection of communication profiles 

CEN/ISO TS 17425 ITS -- Cooperative systems -- Data exchange specification for in-vehicle presentation 
of external road and traffic related data 

CEN/ISO TS 19091 ITS -- Cooperative ITS -- Using V2I and I2V communications for applications related 
to signalized intersections 

CEN/ISO TS 19321 ITS -- Cooperative ITS -- Dictionary of in-vehicle information (IVI) data structures 

Directive 2001/95/EC Directive 2001/95/EC of the European Parliament and of the Council of 3 December 
2001 on General Product Safety 

Directive 2002/95/EC Directive 2002/95/EC of the European Parliament and of the Council of 27 January 
2003 on the restriction of the use of certain hazardous substances in electrical and 
electronic equipment 
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Reference Full reference 

Directive 2002/96/EC Directive 2002/96/EC of the European Parliament and of the Council of 27 January 
2003 on waste electrical and electronic equipment  

Directive 2006/95/EC Directive 2006/95/EC of the European Parliament and of the council of 12 
December 2006 on the harmonisation of the laws of Member States relating to 
electrical equipment designed for use within certain voltage limits 

Directive 99/5/EC  Directive 1999/5/EC of the European Parliament and of the Council of 9 March 1999 
on radio equipment and telecommunications terminal equipment and the mutual 
recognition of their conformity 

ETSI EN 102 687 ITS--Decentralized Congestion Control Mechanisms for Intelligent Transport 
Systems operating in the 5 GHz range--Access layer part 

ETSI EN 102 724 ITS-- Harmonized Channel Specifications for Intelligent Transport Systems operating 
in the 5 GHz frequency band"  

ETSI EN 102-894-2 Intelligent Transport Systems (ITS)--Users and applications requirements--Part 2: 
Applications and facilities layer common data dictionary 

ETSI EN 300 674-2-2 
V1.1.1 (2004-02) 

Electromagnetic compatibility and Radio spectrum Matters (ERM); Road Transport 
and Traffic Telematics (RTTT); 

Dedicated Short Range Communication (DSRC) transmission equipment (500 kbit/s 
/ 250 kbit/s) operating in the 5,8 GHz Industrial, Scientific and Medical (ISM) band; 

Part 2: Harmonized EN under article 3.2 of the R&TTE Directive; Sub-part 2: 
Requirements for the On-Board Units (OBU) 

ETSI EN 302 637-2 ITS – Vehicular Communications—Basic Set of Applications—Part 2: Specification of 
Cooperative Awareness Basic Service 

ETSI EN 302 637-3 ITS – Vehicular Communications—Basic Set of Applications—Part 3: Specification of 
Decentralized Environmental Notification Basic Service 

ETSI EN 302 663 Intelligent Transport Systems (ITS); Access layer specification for Intelligent 
Transport Systems operating in the 5 GHz frequency band 

ETSI EN 302 665 Intelligent Transport System (ITS); Communications Architecture 

ETSI TR 101 612 Intelligent Transport Systems (ITS)--Cross Layer DCC Management Entity for 
operation in the ITS G5A and ITS G5B medium--Report on Cross layer DCC 
algorithms and performance 

Evaluation 

ETSI TR 102 638 V1.1.1 
(2009-06) 

Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of 
Applications; Definitions 

ETSI TS 102 731 Intelligent Transport Systems (ITS)—Security--Security Services and Architecture 

ETSI TS 102 731 Intelligent Transport Systems (ITS)—Security--Security Services and Architecture 

ETSI TS 102 940 Intelligent Transport Systems (ITS)—Security--ITS communications security 
architecture and security management 

ETSI TS 102 940 Intelligent Transport Systems (ITS)—Security--ITS communications security 
architecture and security management 
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Reference Full reference 

ETSI TS 102 943 Intelligent Transport Systems (ITS)—Security--Confidentiality services 

ETSI TS 103 097 Intelligent Transport Systems (ITS)—Security-Security header and certificate 
formats 

Forskrift om elektriske 
lavspenningsanlegg 

Norwegian regulation on electrical low voltage (less than 1000 Volt AC) installations 

IEC 60529 Degrees of protection provided by enclosures (IP Code) 

IEC 721-3-3 Classification of environmental conditions – Part 3-3: Classification of groups of 
environmental parameters and their severities – Stationary use at weather 
protected locations 

IEC 721-3-4 Classification of environmental conditions – Part 3-4: Classification of groups of 
environmental parameters and their severities – Stationary use at non-
weatherprotected locations 

IEEE 802.11 IEEE Standard for Information technology--Telecommunications and information 
exchange between systems Local and metropolitan area networks--Specific 
requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical 
Layer (PHY) Specifications 

ISO 14813-1  ITS – Reference model architecture(s) for the ITS sector – Part 1: ITS service 
domains, service groups and services 

ISO 14823 Traffic and travel information - Messages via media independent stationary 
dissemination systems - Graphic data dictionary for pre-trip and in-trip information 
dissemination systems 

ISO 17515-1 ITS — Communications access for land mobiles (CALM) — LTE 

ISO 21210  

ISO 16789 

ITS -- Communications access for land mobiles (CALM) -- IPv6 Networking 

ITS -- Communications access for land mobiles (CALM) -- ITS IPv6 Optimization 

ISO 21215  ITS — Communications access for land mobiles (CALM) — M5  

ISO 21217 Intelligent transport systems -- Communications access for land mobiles (CALM) -- 
Architecture 

ISO 21218  ITS — Communications access for land mobiles (CALM) — Medium service access 
points  

ISO 24102-1 ITS--Communications access for land mobiles (CALM) — ITS station management — 
Part 1: Local management 

ISO 24102-2 ITS--Communications access for land mobiles (CALM) — ITS station management — 
Part 2: Remote management 

ISO 24102-3 ITS--Communications access for land mobiles (CALM) — ITS station management — 
Part 3: Service access points 

ISO 24102-4 ITS--Communications access for land mobiles (CALM) — ITS station management — 
Part 4: Station-internal management communication 

ISO 24102-5 ITS -- Communications access for land mobiles (CALM) -- ITS station management -- 
Part 5: Fast service advertisement protocol (FSAP 
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Reference Full reference 

ISO 24102-6 ITS--Communications access for land mobiles (CALM) — ITS station management — 
Part 6: Flow management 

ISO 29281-1 ITS -- Communication access for land mobiles (CALM) -- Non-IP networking -- Part 1: 
Fast networking & transport layer protocol (FNTP) 

OPC UA Open Productivity & Connectivity (OPC) Unified Architecture (UA), Release 1.01, 
Part 1 - 13 

SAE J2735 Dedicated Short Range Communications (DSRC) Message Set Dictionary 
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4. Terms and definitions 
 
Central ITS station 
ITS station in a central ITS sub-system. 

[ETSI EN 302 665]  
 
Central ITS sub-system 
ITS sub-system in the context of an ITS centre. 

[ETSI EN 302 665]  
 
Communication interface 
Instantiation of a specific access layer technology and protocol, e.g. ITS-G5, GPRS, UMTS. 

[ETSI EN 302 665]  
 

Communication support 

Component of facilities layer, providing support for communications. 

[ETSI TR 102 638] 

 

Facilities 

Functions or data which are common to several applications and are supporting them 

NOTE: These application functions and data are gathered into the Facilities layer which contains some generic application 
elements (middleware), presentation and session layers of the OSI (Open System Interconnection) Reference Model. 

 [ETSI TR 102 638] 

 
Facilities layer 
OSI layers five, six and seven for ITS Communication (ITSC) 
[ETSI EN 302 665] 
 

Information support 

Component of facilities layer, providing support for data management. 

[ETSI TR 102 638] 
 
Inter-management communication 
ITSC station-internal communication between management entities. 

[ETSI EN 302 665]  
 
In-vehicle network 
Implementation of the ITS station-internal network in a vehicle. 
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[ETSI EN 302 665]  
 
ITS application 
System that defines and implements an ITS service to users of the system. Association of two or 
more complementary ITS-S applications. 

[ETSI EN 302 665] [ETSI TR 102 638] 
 
ITS domain 
Collection of elements used for ITS/ITSC being specified in dedicated ITS/ITSC standards. 

[ETSI EN 302 665]  
 
ITS service 
Service provided by an ITS application to the user of ITS. 

[ETSI EN 302 665]  
 
ITS station 
Functional entity specified by the ITS station (ITS-S) reference architecture. 

[ETSI EN 302 665]  
 
ITS sub-system 
Sub-system of ITS with ITSC components for a specific context. 

[ETSI EN 302 665]  
 
ITS-S application 
Fragment of an ITS application available at an ITS station that uses ITS-S services to connect to one or 
more other fragments of the same ITS application. 

[ETSI EN 302 665]  
 
ITS-S border router 
Routing functionality based on the ITS station reference architecture connecting to legacy 
networking protocols 

[ETSI EN 302 665]  
 
ITS-S gateway 
Gateway functionality based on the ITS station reference architecture. 

[ETSI EN 302 665]  
 
ITS-S host 
Functionality of the whole ITS station reference architecture, i.e. especially also including ITS-S 
applications. 

[ETSI EN 302 665]  
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ITS-S interceptor 
Generic router/gateway functionality. 

[ETSI EN 302 665]  
 
ITS-S router 
Routing functionality based on the ITS station reference architecture. 

[ETSI EN 302 665] 
 
ITS-S service 
Communication functionality offered by an ITS-S to an ITS-S application. 

[ETSI EN 302 665]  
 

ITS use case 

Procedure of executing an application in a particular situation with a specific purpose. 

[ETSI TR 102 638] 
 
Medium 
Physical entity upon which for the purpose of communications a signal is impressed or from which a 
signal is received, e.g. wireless (radio waves with a given frequency range and bandwidth, light with a 
given wave length, ultrasonic) or on a wire (electrical signal, optical signal). 

[ETSI EN 302 665]  
 
Networking & transport layer 
OSI layers three and four for ITSC. 

[ETSI EN 302 665]  
 
Personal ITS station 
ITS station in a personal ITS sub-system. 

[ETSI EN 302 665]  
 
Personal ITS sub-system 
ITS sub-system in the context of a portable device for ITS. 

[ETSI EN 302 665]  
 
Roadside ITS station 
ITS station in a roadside ITS sub-system. 

[ETSI EN 302 665]  
 
Roadside ITS sub-system 
ITS sub-system in the context of roadside ITS equipment. 

[ETSI EN 302 665]  
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Vehicle ITS station 
ITS station in a vehicular ITS sub-system. 

[ETSI EN 302 665]  
 
Vehicle ITS sub-system 
 ITS sub-system in the context of a ITS equipment used in a vehicle. 

[ETSI EN 302 665]  
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5. Symbols and abbreviations 
 

Abbreviation Description 

ANPR  Automatic Number Plate Recognition 

AID Application Interface Definition 

API Application Programming Interface 

CALM Communications Architecture/Access for Land Mobiles 

C2C Car-to-Car communication 

CEN European standardisation Committee  

CN Cellular Network 

CS Cooperative System 

CVIS Cooperative Vehicle Infrastructure System 

DATEX Data Exchange 

DSRC Dedicated Short Range Communication 

EC European Commission 

ECU Electronic Control Unit 

EN European Norm 

ERI Electronic Registration Identifier 

ETSI European Telecommunications Standards Institute 

EU European Union 

G5A 5.875-5.905GHz spectrum 

GNSS Global Navigation Satellite System 

GPRS General Packet Radio Service 

GPS Global Positioning System 

GSM Global System for Mobile communications 
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HMI Human Machine Interfaces 

HSM Hardware Security Module 

IP Internet Protocol 

IPR Intellectual Property Rights 

IPv6 Internet Protocol version 6 

IEEE Institute of Electrical and Electronics Engineers 

IETF Internet Engineering Task Force 

ISO International Organization for Standardization 

ITS Intelligent Transport System 

ITSC ITS Communication 

ITS-S ITS-Station 

IVIS In-Vehicle Information System 

I2V Infrastructure to Vehicle communication using a WLAN 

IVN In-Vehicle Network 

LAN Local Area Network 

LBS Location Based Services 

MAC Medium Access Control 

OBE On-Board Equipment 

OEM Original Equipment Manufacturer 

OSI Open System Interconnection 

PDA Personal Digital Assistant 

PDU Protocol Data Unit 

PKI Public Key Infrastructure 

RDS Radio Data System 

RSE Road Side Equipment 
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RTTT Road Transport and Traffic Telematics 

SAM Secure Application Module 

SAP Service Access Point 

TC Technical Committee 

TCP Transmission Control Protocol 

TCU Transmission Control Unit 

TMC Traffic Message Channel 

TTI Traffic and Travel Information 

TPEG Transport Protocol Expert Group 

TS Technical Specification 

UMTS Universal Mobile Telecommunications System 

V2I Vehicle to road Infrastructure communication using a WLAN 

VMS Variable Message sign 

V2V Vehicle to Vehicle communication using a WLAN 

WAVE Wireless Access to Vehicular Environment 

WLAN Wireless Local Area Network 
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6. System architecture 

6.1. Roles and responsibilities 

 The ARKTRANS reference model 
The role and responsibilities model used for defining the functional requirements for the Roadside 
ITS-S is based on the ARKTRANS reference model which is a model for the whole transport domain 
and where the transport domain is further divided into sub-domains. Each sub-domain represents a 
group of roles where the roles are logically linked together and related to common responsibilities 
and focus and business areas. The Figure 2 shows the ARKTRANS reference model with its 5 sub-
domains. The arrows represent the information flows between the sub-domains. 

 

 
 The ARKTRANS reference model 

The Transport demand subdomain covers all roles that demand or request a transport service, e.g. a 
company that wants to move a transport item from A to B or a person that wants to be transported 
from C to D. It also covers the roles that demand or request a transport related service, e.g. traffic 
information or real time information on arrival of public transport means.  

The Transport service provision subdomain includes all roles that sell and sign contracts related to a 
transport service, organises and deliver the transport service and manages/manoeuvres the 
transport means used for the transport service. 

The Transport network management subdomain covers all roles related to the management, 
operation and maintenance of the infrastructure in a transport system, e.g. a road network. It also 
covers all roles related to the utilisation of the infrastructure, e.g. the management of vehicles in a 
road network. The sub-domain also covers all roles related to Emergency management.  

The Regulation and enforcement subdomain includes all roles related to the regulation and 
monitoring of the transport domain. The subdomain includes typical roles as transport departments 
and authorities, financial authorities etc. preparing and issuing laws, regulations, prescriptions and 
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recommendations on how the transport in a transport system shall be carried through and controlled 
and/or monitored. It also includes roles that prepare and issue laws and regulations that are 
applicable for any type of transport system.  

The Transport support services covers all roles that provide any type of service that could be used to 
operate a transport system. Their core business is not related to transport but their services are used 
to enable and/or facilitate an effective and secure operation of a transport system, e.g. the 
communication services provided by a telecom operator or the positioning services from the GPS 
system. 

Four of the five domains have roles that are related to the lifecycle of the Roadside ITS station. These 
roles are described below and they are linked both to the implementation, maintenance, operation 
and use of the Roadside ITS station. The roles are used in the use cases defining the functional 
architecture and requirements for the Roadside ITS station. 

It should be noted that in this specification some of the terms used in ARKTRANS have been changed 
to reflect the Road network environment, e.g. the Transport network is replaced with Road network. 
This is done to make it more understandable and more relevant for the Roadside ITS-S specification.  

 

 Road network management (Infrastructure management) 
The Road network manager is responsible for the planning, building, maintenance and operation of 
the infrastructure, in this case the road. The responsibilities also include any infrastructure 
equipment, e.g. the Roadside ITS station. The Norwegian Public Roads Administration is the Road 
network manager for the main roads in Norway and by this being responsible for the planning, 
installation, maintenance and operation of the Roadside ITS stations.  

The Road network manager has been divided in three sub-roles in the uses cases: 

• Road network planner being responsible for the strategic planning of the road network and 
related equipment 

• Road network information manager being responsible for the management of the 
information about the physical road network 

• Road network quality manager being responsible for the quality of the road network, e.g. by 
quality requirements related to safety and security and service level and by the fulfilment of 
the quality requirements 

The Road network operator is responsible for the fulfilment of the instructions from the Road 
network Quality manager for the daily operation of the physical road network and the equipment 
related to the road network, e.g. the Roadside ITS station. 

The roles and relationships are shown in Figure 3. 
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 The network infrastructure management roles 

The Norwegian Public Roads Administration (NPRA) will be the Road network operator for the main 
roads in Norway. The responsibilities of the Road network operator will always be related to NPRA 
but NPRA may outsource and/or delegate the tasks being part of the responsibilities to other service 
providers, e.g. Mesta. 

 Road network management (Utilisation management) 
The Traffic and transport planner is responsible for the strategic and tactical planning of transport 
and traffic issues in an area. 

The Traffic manager is responsible for the best possible traffic flow during normal and abnormal 
traffic situations through efficient traffic management and incident handling. He is also responsible 
for the provision of the traffic situation and supporting facilities and services, e.g. route guidance. 
The role has been divided in two sub-roles in the uses cases: 

• Traffic control manager being responsible for monitoring and controlling the traffic flow or 
individual vehicles by guidance or orders given to traffic flows or individual vehicles. 

• Traffic information manager being responsible for the management of road and traffic status 
information and provisions of such information. 

The Vehicle support manager is responsible for the provision of supporting services to vehicles using 
the road. This may be just overall management of the availability and capacity. The actual service 
may be provided by the roles in the Transport support services domain. 

The Road network resource manager is responsible for the assignment of road network resources to 
vehicles. 

In Norway the Norwegian Public Roads Administration will fulfil all roles in utilisation management 
for the main roads in Norway. 

The roles and relationships are shown in Figure 4. 
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 The network utilisation management roles 

 

 Transport service provision - On-board control and support (Vehicle 
management) 

Within the Vehicle management there is only one role which is the Driver. The driver is responsible 
for that his driving of the vehicle and behaviour in the traffic environment is in compliance with laws 
and regulations for safe and secure transport of persons and/or goods. 

6.2. Functional architecture 
The functional architecture is based on the ISO 14813-1 ITS services. The ISO standard defines a 
hierarchy of ITS services where ITS services are collected in Service groups which again are collected 
in Service domains. The table below shows the ITS service domains and groups that have been found 
relevant for the Norwegian Roadside ITS station specification.  

 

ITS Service domain ITS Service groups 

Traveller Information Real-time transport Status Information 

Real-time in-vehicle display 

Real-time route guidance and information 

Traffic Management and Operations Traffic management and control 

Demand management 

Road transport infrastructure maintenance management 

Vehicle services Automated vehicle operation 

Collision mitigation / avoidance 

Freight transport Commercial vehicle pre-clearance 

Automated roadside safety inspection 

Intercity freight transport fleet management 
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ITS Service domain ITS Service groups 

Management of dangerous freight 

Management of heavy goods vehicles 

Emergency Service Transport related emergency notification and personal 
security 

Weather and environmental conditions 
monitoring 

Weather monitoring 

Environmental conditions monitoring 

 

The functional requirements are defined in Clause 7 Functional requirements. 

 

6.3. Physical architecture 

 ITS sub-systems 
The Roadside ITS station architecture is based on the reference model developed by the European 
Telecommunication Standards Institute defined in ETSI EN 302 665. The reference model for 
Information and Communication Technology (ICT) systems in Intelligent Transport Systems is build 
on 4 sub-systems as shown in Figure 5. Each sub-system is build on the same internal architecture 
and consists of an ITS station that hosts the ITS application(s), communication devices (e.g. routers), 
gateways to peripheral equipment and the peripheral equipment, e.g. roadside sensors, vehicle 
sensors and traffic signs and signals. The internal communication in a sub-system is not defined in 
the standards but the communication between the ITS stations in different sub-systems has been 
defined in ETSI EN 302 665 and other ETSI standards not referenced here. 

The following sub-systems are defined in ETSI EN 302 665: 

• Personal ITS sub-system; implemented in hand-held devices. The personal ITS sub-system 
provides the application and communication functionality of ITSC in hand-held devices, such 
as PDAs, mobile phones, etc. It shall contain a personal ITS station. The device used as a 
personal ITS station may also perform HMI functionality as part of another ITS sub-system, 
connecting to this via the ITS station-internal network. 

• Vehicle ITS sub-system; implemented in cars, trucks, etc., in motion or parked. The vehicle 
ITS sub-system shall contain a vehicle ITS station and may contain ITS-S interceptors. The ITS-
S interceptors in the vehicle ITS sub-system are typically a vehicle ITS-S gateway and an ITS-S 
router. The vehicle ITS-S gateway provides functionality to connect the components at the 
proprietary vehicle network, e.g. electronic controller units (ECUs).  The interface to the in-
vehicle components such as ECU is outside the scope of the present document. Access to 
components (ECU) may be achieved also in an implementation specific way. 

• Central ITS sub-system; part of an ITS central system. The central ITS sub-system shall contain 
a central ITS station and may contain ITS-S interceptors. The ITS-S interceptors in the central 
ITS sub-system are typically a central ITS-S gateway and an ITS-S border router. 

• Roadside ITS sub-system; installed on gantries, poles, etc. The Roadside ITS sub-system is 
further defined in the sub-clause 6.3.2 and 6.3.3. 
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 The 4 ITS sub-systems 

 

 Roadside ITS subsystem 
The Roadside ITS Sub-system consists of the Roadside ITS station with the ITS applications enabling 
the ITS services and the peripheral roadside equipment connected to the Roadside ITS station (ITS-S) 
as shown in Figure 6. The roadside equipment is most often traffic signals and signs and different 
types of sensors, e.g. Weigh-in-motion (WIM) sensors, digital cameras, weather and environmental 
condition sensors and volume and speed sensors. The Roadside ITS-S communicates with the 
Vehicle, Personal and Central ITS stations. 

 

 
 

 The Roadside sub-system 
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 Roadside ITS station 
The Roadside ITS-S includes the components shown in Figure 7.  

 

 
 Roadside ITS station decomposition 

The roadside ITS sub-system shall contain a roadside ITS station and may contain ITS-S interceptors.  

The ITS-S interceptors in the roadside ITS sub-system are typically a roadside ITS-S gateway, an ITS-S 
router and an ITS-S border router.  

The roadside ITS-S gateway provides functionality to connect the components of the roadside 
system, e.g. inductive loops, variable message signs (VMS), at the roadside equipment proprietary 
network to the ITS station-internal network. 

The ITS-S router provides functionality to connect the Roadside ITS-S with other ITS-S, e.g. Vehicle 
ITS-S. 

The ITS-S Border Router provides functionality to connect the Roadside ITS-S to external systems 
where the protocol stack related to the external network may not follow the management and 
security principles of ITSC. 

 The physical and communication architecture of the Roadside ITS-S shall be 
based on the physical and communication architecture defined in ETSI EN 
302 665 Intelligent Transport Systems – Communication Architecture. 

6.4. Information architecture 
In the context of information systems design, information architecture refers to the analysis and 
design of the data stored by information systems, concentrating on entities, their attributes, and 
their interrelationships.  

Each ITS application will have its own data model with attributes and data definitions and internal 
and external relationships. The following requirements are applicable for all ITS applications hosted 
by the Roadside ITS station: 

 The information architecture for ITS applications hosted by the Roadside ITS 
station shall be based on international standards whenever applicable. 
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 The information architecture for ITS applications hosted by the Roadside ITS 
station shall be based on industry standards or well-known and applied Best 
practice specifications in those cases where there are no international 
standards available and/or applicable.  

6.5. Security 
Information and the supporting processes, systems and networks are very important assets in 
intelligent transport systems. Information security is essential for the accuracy, the trustworthiness 
and the reliability and availability of the intelligent transport system. 

The intelligent transport system is a growing network of several ITS sub-system and it is evident that 
the security threats to the whole integrated and interoperable intelligent transport system is 
increasing each time a new ITS subsystem is added. The threats can both be internal (inside the ITS 
operators) and external. Examples on such threats are computer-assisted fraud, sabotage, vandalism 
enabled by unauthorised access, computer hacking and malicious code.  

The threats may cause different types of damage to the different stakeholders in intelligent transport 
systems. These damages could be grouped in three main groups (listed in preferred order): 

• Injuries or fatalities in relation to road users 
• Loss of reputation and personal integrity for the road user 
• Loss of reputation and credibility for the ITS operators 

The information security shall first of all prevent the occurrence of events that could cause any 
damage in the three groups above. Secondly the information security shall minimise the damage 
down to an acceptable level in case an unwanted or unexpected event should occur. 

The following high level security requirements shall always be fulfilled by the Roadside ITS station: 

 The Roadside ITS station shall protect information collected, handled and 
stored from unauthorised access (confidentiality) 

 The Roadside ITS station shall protect information from unauthorised 
changes or deletion (integrity) 

 The Roadside ITS station shall always provide the required information 
needed for processing the ITS application(s) implemented in the Roadside 
ITS station (availability) 

The more detailed security requirements are defined in Clause 8 Security requirements.  

 

6.6. Interfaces 

 Overview 
The crucial interfaces in relation to the Roadside ITS station are shown in Figure 8.  
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 Crucial interfaces for the Roadside ITS station 

The Roadside ITS station has interfaces to: 

• Other Roadside ITS stations 
• Personal ITS station, e.g. a traveller uses his smartphone with a Traveller information 

application to receive traffic information from the similar ITS application in the Roadside ITS 
station. 

• Vehicle ITS station, e.g. the Roadside ITS station collects information from the vehicle 
internal network via the Vehicle ITS station or the Roadside ITS station sends a warning 
message to the driver of the vehicle via the Vehicle ITS station.  

• Central ITS station, e.g. a Traffic data collection application implemented at the Roadside ITS-
S and Central ITS-S exchanges messages between the two ITS stations. 

• Traffic signal, e.g. the Roadside ITS-S at a tunnel stops the traffic entering the tunnel by 
flashing red lights in an emergency situation.  

• Traffic signs, e.g. the Roadside ITS-S informs the drivers about an accident ahead or an icy 
road surface. 

• Sensors, the Roadside ITS-S collects information from connected sensors of different types.  
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7. Functional requirements 

7.1. Introduction 
This clause includes the functional requirements for the ITS services and applications to be 
implemented in the Roadside ITS station.  

An ITS service is a functionality that intelligent transport systems (ITS) provides to a user of ITS where 
the functionality provided should meet the user requirements for safety, security, comfort, 
efficiency, availability and / or environmental protection. An ITS application or ITS app is a computer 
program that is designed to provide a specific ITS service to a user. Such application can easily be 
distributed to multiple ITS sub - systems, but may also be stored in one ITS sub-system. 

 

 
 The relationships between ITS service, application and user 

This specification provides the complete framework for relevant ITS services and applications. For 
each individual Roadside ITS Station there will be a subset of ITS services and applications that will be 
mandatory. 

All requirements in this clause are optional although they have been coded as mandatory (shall) 
requirements. For each real implementation of a Roadside ITS station there will be a subset of 
mandatory requirements chosen from the complete set of requirements and the rest of the 
requirements will be optional or not applicable.  

The European standard ETSI EN 302 665 V1.1.1 (2010-09) Intelligent Transport Systems; 
Communications Architecture defines an ITS application as: 

An association of two or more complementary ITS-S applications constitutes an ITS application which 
provides an ITS service to a user of ITS. 

 

 
 

 An example on an association of several ITS-S applications XX 
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It should be noted that this specification focuses on the Roadside ITS Station which makes it seem as a 
hub in the ITS sub-system architecture. However, this specification does not limit or prevent any ITS 
application to be implemented in other ways than those shown in the Functional requirements, e.g. 
by vehicle to vehicle communication (V2V) or vehicle to central system (V2X) without allocating any 
functionality to the Roadside ITS station. 
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7.2. ITS service domain: Traveller information 

 ITS service group: Real-time transport Status information 

7.2.1.1. ITS service: Traffic and roadway information 

 The Roadside ITS-S shall be able to provide information about the road 
infrastructure conditions. 

EXAMPLES: Road surface covered with ice, objects on road surface, tunnel filled with surface 
water disabling vehicles to pass 

 The Roadside ITS-S shall be able to provide information about the traffic 
condition. 

EXAMPLES: Traffic flow speed, headway, queues, congestion 

 

 ITS service group: Real-time in-vehicle display 
 The Roadside ITS-S shall support the following ITS services via 

communication with the Vehicle ITS station: 

• In-vehicle signing – route guidance and regulatory 
• In-vehicle signing – parking information 
• In-vehicle signing – speed and lane control 
• In-vehicle signing – advance warning and advisory 
• Specific public transport vehicle related information 

 ITS service group: Real-time route guidance and information 
 The Roadside ITS-S shall support the following ITS services via 

communication with the Vehicle ITS station: 

• Dynamic in-vehicle route guidance using real-time information 
• Dynamic in-vehicle personal route guidance using real-time information 
• Public transport-specific trip guidance 

7.3. ITS service domain: Traffic management and operations 

 ITS service group: Traffic management and control 

7.3.1.1. ITS service: Traffic monitoring 

 The Roadside ITS-S shall be able to collect information about the traffic; 
both individual vehicles and traffic flows based on data from Roadside ITS 
sub-system sensors, cameras and any other peripheral equipment. 

EXAMPLES: Traffic flow speed, headway, queues, congestion 
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7.3.1.2. ITS service: Surface street traffic management (traffic signals) 

 The Roadside ITS-S shall be able to manage the traffic in whatever way the 
management authority deems to be appropriate. 

EXAMPLES:  

• Local control, using traffic signal controllers that only take account of local conditions; 

• Vehicle actuated control, using traffic signal controllers that use their own detection of 
vehicle presence; 

• Fixed time control, using pre-programmed traffic signal controllers; 

• Pedestrian control, using traffic signal controllers that can respond to demands from 
pedestrians to be allowed to cross the roadway; 

• Adaptive control, using traffic signal controllers subject to one or more different 
methodologies; 

• No control – traffic is allowed to flow without being managed 

 

7.3.1.3. ITS service: Highway/motorway traffic control – ramp control 

 The Roadside ITS-S shall enable the control of ramps that give access for 
vehicles to highways/motorways to limit the impact of joining traffic on the 
flow of vehicles that are already using the highways/motorways. 

 The Roadside ITS-S shall enable the following criteria to be used for the 
control of ramps that give access for vehicles to highways/motorways: 

 Highways/motorways traffic flow; 

 Highways/motorways traffic speed; 

 Traffic conditions in the surface street networks adjacent to the 
Highways/motorways ramps. 

 

7.3.1.4. ITS service: Highway/motorway traffic control – mainline speed and lane 
management 

 The Roadside ITS-S shall enable the control of flows of traffic using the 
highways/motorways by: 

 Mainline speed, i.e. the average speed of vehicles using the 
highway/motorway 

 Lane management, i.e. the use that is made of each lane of the 
highway/motorway 
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7.3.1.5. ITS service: Preferential treatment for specific vehicle types (signal priority and 
pre-emption) 

 The Roadside ITS-S shall enable priority to be given to the way in which 
particular types of vehicle are able to move through the road network.  

 The Roadside ITS-S shall enable priority to be given to the following types of 
vehicles: 

 Bicycles; 

 Public Transport Vehicles, including buses and trams plus light rail 
vehicles where their routes interact with the road network; 

 Emergency Vehicles, i.e. Police, Fire and Ambulance; 

 Freight Vehicles; 

 Special Vehicles, e.g. military vehicles or those carrying hazardous 
goods. 

7.3.1.6. ITS service: Reversible lane management 

 The Roadside ITS-S shall enable the direction of the flow of traffic in a lane 
of the highway/motorway to be changed.  

7.3.1.7. ITS service: Parking management 

 The Roadside ITS-S shall enable use of parking areas within the road 
network to be managed including one or more of the following measures: 

 The opening and/or closing of some or all of a parking area, either 
permanently or for a temporary period; 

 The provision of real-time information to drivers about the number of 
vacant spaces in a parking area; 

 The real-time monitoring of the usage of a parking area to establish 
how many vacant spaces exist at any point in time; 

 The real-time monitoring of a parking area in total and/or some or all of 
the individual spaces within a parking area to identify vehicles that have 
stayed longer that the time for which they have paid and/or the 
maximum time allowed. 

7.3.1.8. ITS service: Work zone traffic management 

 The Roadside ITS-S shall enable the traffic passing work zones (road works) 
to be managed including one or more of the following measures: 

 Application of speed restrictions for some or all of the part of the road 
network where the work zone (road works) is (are) active; 

 Application of different speed restrictions for some or all of the part of 
the road network where the work zone (road works) is (are) active; 
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 Provision of appropriate lane management to ensure the safety of both 
the road workers and the passing traffic; 

 The provision of the appropriate advanced warning to drivers that any 
of the above measures have been implemented on the road network 
ahead in the direction of travel. 

7.3.1.9. ITS service: Traffic advisory and warning information 

 The Roadside ITS-S shall enable the provision of traffic advisory and warning 
information to drivers. It shall be possible for both types of information to 
be provided in vehicles and at the roadside.  It shall be possible for the 
information to comprise one or more of the following: 

 Advice about the onset of adverse traffic conditions that are causing 
delays; 

 Warning of impending adverse weather and in the current location 
and/or in the direction of travel; 

 The likely effect of congestion and/or adverse weather on speeds 
and/or journey times; 

 Warning of a work zone (road works) ahead, including any temporary 
speed limits; 

 Warning of carriageway restrictions ahead, such as narrow lanes, 
bridges, severe curves, weight restrictions; 

 Warning of road closure in the direction of travel; 

 Advice about alternative routes for any of the previously defined 
advisories and warnings. 

7.3.1.10. ITS service: Incident monitoring and confirmation 

 The Roadside ITS-S shall support the ITS service Incident monitoring and 
confirmation by: 

• Traffic flow monitoring 
• Congestion monitoring 
• Failures of roadside equipment 
• Automatic reports from ITS stations, either on-board vehicles (e.g. 

DENM) or at the roadside (collection and/or aggregation of DENM) 

 ITS service group: Demand management 
 The Roadside ITS-S shall support the following ITS services by collecting 

traffic information and distribute information to the vehicles either by 
traffic signs and signals or via the Vehicle ITS station:  

• Variable road pricing – dedicated lane 
• Variable road pricing – entire facility 
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• Cordon and zone-based congestion pricing 
• Access management 
• High-occupancy lane management 
• Air quality-based road transport management 

 

 ITS service group: Road transport infrastructure maintenance 
management 

7.3.3.1. ITS service: Winter maintenance 

 The Roadside ITS-S shall support the ITS service Winter maintenance by the 
collection of road surface and weather conditions data from the Roadside 
ITS sub-system and road surface related data received from the Vehicle ITS 
station. 

7.3.3.2. ITS service: Pavement management 

 The Roadside ITS-S shall support the ITS service Pavement management by 
the collection of road surface conditions data from the Roadside ITS sub-
system and road surface related information received from the Vehicle ITS 
station. 

7.4. ITS service domain: Vehicle service domain 

 ITS service group: Automated vehicle operation 
 The Roadside ITS-S shall support the following ITS services related to the 

use of automotive vehicles: 

• Automated highway operation 
• Automated low-speed manoeuvring 
• Automated parking 
• Adaptive cruise control 
• Cooperative adaptive cruise control 
• Precision docking for public transport vehicles 

 ITS service group: Collision mitigation/avoidance 
 The Roadside ITS-S shall support the following ITS services related to the 

use of automotive vehicles: 

• Longitudinal collision mitigation/avoidance 
• Lateral collision mitigation/avoidance 
• Intersection collision mitigation/avoidance 
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7.5. ITS service domain: Freight transport services 

 ITS service group: Commercial vehicle pre-clearance 

7.5.1.1. ITS service: Weigh-in-motion 

 The Roadside ITS-S shall enable the detection and recording of information 
about individual wheel and axle loads imposed by vehicles passing the 
Roadside ITS sub-system without stopping.  

7.5.1.2. ITS service: Non-stop pre-clearance 

 The Roadside ITS-S shall enable the safety, credential, and size and weight 
data for transponder-equipped vehicles to be electronically checked before 
they reach an inspection site.  

7.5.1.3. ITS service: Vehicle safety records monitoring 

 The Roadside ITS-S shall enable the safety records carried on-board a 
commercial vehicle to be accessed and monitored as the vehicle passes a 
suitable interrogation point in the road network.  

 ITS service group: Automated roadside safety inspection 

7.5.2.1. ITS service: Remote access to commercial vehicle safety data 

 The Roadside ITS-S shall enable access to the data about the vehicle 
operation and status that is held electronically on board a commercial 
vehicle passing the Roadside ITS sub-system without stopping.  

7.5.2.2. ITS service: Remote access to commercial vehicle driver data 

 The Roadside ITS-S shall enable access to the data about the current status 
and history about the driver of a commercial vehicle passing the Roadside 
ITS sub-system without stopping.  

 ITS service group: Intercity freight transport fleet management 

7.5.3.1. ITS service: Intercity commercial vehicle fleet tracking 

 The Roadside ITS-S shall support the tracking of commercial vehicles used 
for intercity traffic.  

7.5.3.2. ITS service: Intercity commercial vehicle fleet dispatching 

 The Roadside ITS-S shall support the communication between the intercity 
commercial vehicles and their dispatching centres ensuring that the 
information about the commercial vehicles and its cargo is forwarded from 
the vehicle to the dispatching centre(s).  
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 ITS service group: Management of dangerous freight  

7.5.4.1. ITS service: Dangerous goods movement data collection and sharing 

 The Roadside ITS-S shall enable the detection and recording of information 
about vehicles moving dangerous goods and forward the information to a 
range of interested stakeholders such as the police, emergency services and 
road authorities.   

 ITS service group: Management of heavy goods vehicles  

7.5.5.1. ITS service: Heavy goods vehicle location monitoring 

 The Roadside ITS-S shall support the detection and recording of information 
about vehicles moving very heavy goods and/or goods with dimensions 
outside what is normally allowed and forward the information to a range of 
interested stakeholders such as the police, emergency services and road 
authorities.   

 

7.6. ITS service domain: Emergency services 

 ITS service group: Transport related emergency notification and personal 
security 

7.6.1.1. ITS service: Automated emergency call and mayday (eCall) dispatch 

 The Roadside ITS-S shall support the detection of a vehicle that is in 
emergency and forward the information from the vehicle to an emergency 
call centre.  

 

7.7. ITS service domain: Weather and environmental conditions 
monitoring services 

 ITS service group: Weather monitoring 

7.7.1.1. ITS service: Road weather information monitoring 

 The Roadside ITS-S shall enable the continuous monitoring of the current 
road weather conditions using special detectors that measure various types 
of weather data including but limited to fog, ice, precipitation (snow, rain) 
and heat.  
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 ITS service group: Environmental conditions monitoring 

7.7.2.1. ITS service: Water level/tidal monitoring and prediction 

 The Roadside ITS-S shall enable the monitoring and prediction of levels and 
tides of waters (e.g. seas, rivers and lakes) so that the risk of road or road 
network flooding can be assessed and appropriate warnings can be issued, 
as well as enabling any appropriate traffic management measures to be 
taken.   

7.7.2.2. ITS service: Seismic monitoring 

 The Roadside ITS-S shall enable the monitoring of the occurrence of seismic 
events that are able to affect the state of the managed road network.  

7.7.2.3. ITS service: Pollution monitoring 

 The Roadside ITS-S shall enable the monitoring of the pollution levels in the 
geographic area occupied by the managed road network including but not 
limited to the air emitted from vehicle exhausts (including CO, CO2, NOx, 
etc.), background (general non transport related) pollution levels, the level 
of ozone and noise.    

7.7.2.4. ITS service: Avalanche, mud slide, fallen rock monitoring 

 The Roadside ITS-S shall enable the occurrence of avalanches, mud slides 
and rock falls to be monitored.  
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8. Security requirements 

8.1. General security requirements 
 The ITS station shall be protected against vandalism as far as possible, e.g. 

cabinets protecting against forced entry and arson and cable protection for 
cables above the ground.  

 The ITS station shall have warning system for vandalism against the ITS 
station. 

Note 1 The ITS station operator should have a high level of preparedness and maintenance to 
minimise the consequences of any vandalism. 

 The ITS station shall be protected as far as possible against any vehicle 
driving off the road. 

 The ITS station shall be protected against extraordinary weather conditions, 
e.g. heavy snow falls, heavy rain showers or extreme wind conditions. 

 The ITS station shall be protected against theft, e.g. by reinforced cabinets, 
burglar alarm and video surveillance.  

 The ITS station shall have a protection against any type of electrical or 
environmental impact on the data and software stored in the ITS station. 

Note 2 Examples: low, variable or empty power source, electrostatic discharge (ESD) and 
electromagnetic interference (EMI). 

 The ITS station shall ensure the continued correct operation of its security 
functions and the integrity of stored critical data (such as cryptographic 
keys), in both normal and extreme environmental conditions. 

 The ITS station shall prevent unauthorised alteration by physical or logical 
tampering of critical data (such as cryptographic keys) or software stored in 
the ITS station.  

 The ITS station shall be able to switch off in a way that the loss of power 
does not damage or delete information.  

Note 3 NOTE: Any switch off for any reason shall cause a message to be sent to the Central ITS 
station 

 The ITS station shall not interfere with the vehicle electronic system, e.g. 
vehicle electronic control units or airbags. 

 The ITS station shall be maintained in line with the supplier specification. 

 All new and/or upgraded hardware or software of the ITS station shall be 
tested and approved in an acceptance test before it is implemented using 
real data. 

 The manufacturing, storage, initialisation, personalisation and distribution 
of critical components (any equipment, device or component used to store, 
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process or transfer critical data) of the ITS station shall be strictly 
controlled. 

 All data and software shall be protected against malicious software by 
means of anti virus procedures, mechanisms and security schemes. 

Note 4 Anti virus procedures, mechanisms and security schemes shall be used both by the Its 
station  operator and any external part that may communicate with the ITS station 

 All components and cables in the network being part of the ITS station shall 
have a unique ID and an Owner. The Owner shall know that he is 
responsible for the component/cable. 

 

8.2. Exchange of information 
 Each ITS station shall be capable of authenticating itself to any other ITS 

station or ITS station operator maintenance equipment, e.g. a PC. 

 The exchange of information with external entities or actors shall be done 
in a secure way. 

 All external entities or actors shall have a unique identity and exchange of 
information shall be enabled after a mutual authentication. 

 The receiver of information shall be able to verify that the information is 
the same as the information that was sent by the sender (message 
authentication). 

 Sensitive information, e.g. security keys, shall always be encrypted. 

 

8.3. Access Control 
 Unauthorised alteration of critical data (i.e. cryptographic keys) stored in 

the ITS station shall be prevented. 

 All ITS station elements shall have access control on three different levels. 

 Passwords for access to ITS station shall never be stored without encryption 
on a PC, server, media etc.  

 The password shall be a mixture of letters, numbers and signs and shall be 
at least 6 characters for an ordinary user and 8 characters for a user with 
privileges. 

 The passwords shall not be stored as macro files. 

 Access to the network between the elements of the ITS station and network 
services shall only be given to users that need such access to perform their 
assigned tasks. 
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 Users shall only have access to information stored in the ITS station after a 
secure log-on. 

 A log-on routine shall: 

• not show system or application IDs before the log-on routine has 
been completed 

• show a general warning that the equipment shall only be used by 
authorised personnel 

• not provide any help during the log-on procedure 
• not make any of the log-on data valid before the complete log-on is 

completed and it shall not show any messages that informs the user 
what is wrong 

• after three failures of log-on procedures set a time limit for the next 
possible log-on procedure 

• after a correct log-on procedure show the time for the last log-on and 
any attempts on log-on that failed 

 Administration of password shall as a minimum have the following routines: 

• if feasible the user shall be able to choose and change his own password 
• force the change of password by password expiry dates 
• force the change of password at the first log-on by new users in those cases 

where a user may choose and/or change his password 
• prevent the use of old passwords by checking a new password against the 

last three passwords being used 
• prevent that the password is displayed in a readable form 
• store passwords encrypted where the encryption is done by a one way 

algorithm 
• prevent that a password is transferred in another network in a readable form 

 Only privileged users shall have access to domains and/or software that 
may overrule the regulation and application control of the ITS station.  

Note 5 Such access shall only be given to the personnel that require such access for carrying out 
their daily tasks. The use of overruling domains and software shall be logged and revised. 

 Access to the different applications that are part of the ITS station shall be 
limited to those who need such access for carrying out their daily tasks. All 
access shall be controlled based on read, write, delete and execute. 

 

8.4. Monitoring the use of the system 
 The ITS station shall have routines that automatically records exceptions 

and security related events.  

Note 6 The log shall be kept for at least 2 years. 
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 The performance of the ITS station including logging on/off by 
users/personnel shall be logged and the logs shall be controlled and revised 
at least two times a year.  

Note 7 The logs shall be stored for at least two years. 

 All internal clocks in the ITS station shall be synchronised so that all time 
stamping of log records have the same time reference. 

 

8.5. Cryptographic controls 
 All information exchanged with external entities/systems shall be protected 

when the information is transferred on lines that are publicly accessible or 
sent via air links.  

Note 8 Lines rented by a telecommunication operator should be regarded as publicly accessible. 
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9. Technical requirements 
 

9.1. Environmental requirements 

 EMC 
 The ITS station shall comply with the Directive EMC 2004/108/CE 

 The ITS station shall function in the presence of electromagnetic emissions, 
regardless of their source, within the surrounding environment. 

Note 9 The surrounding environment shall include but not be limited to communications 
systems, microwave, UHF, VHF radio transmissions and repeaters, computer equipment 
and accessories, traffic control devices, magnetometers, electric motors, control 
systems, power tools, welders, power substations and equipment, automotive vehicles 
and power transmissions lines. 

 

 Climatic conditions for weatherprotected ITS station components  
 The ITS station weatherprotected components shall function faultlessly 

under the following climatic conditions specified in IEC-721-3-3: 

• Low and high temperature as defined for 3K7 (-40 - +70 °C) for non heated 
or ventilated ITS stations 

• High and low temperature as defined for 3K5 (-5 - +45 °C) for heated and 
ventilated ITS stations 

• Low and high relative humidity as defined for 3K5 (5 – 95 %) 

 The ITS station weatherprotected components shall function faultlessly 
under the following mechanically active substances as specified in IEC-721-
3-3: 

• Dust (suspension) 3S1 (0,01 mg/m3)  
• Dust (sedimentation) 3S1 (0,4 mg/(m3⋅hour) 

 The ITS station weatherprotected components shall function faultlessly 
under the following mechanical conditions as specified in IEC-721-3-3: 

• Stationary vibration, sinusoidal: 3M4 
• Non-stationary vibration including shock: 3M4 

 

 Climatic conditions for non-weather protected ITS station components  
 The ITS station non-weatherprotected components shall function faultlessly 

under the following climatic conditions specified in IEC-721-3-4: 
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• Low and high temperature as defined for 4K3 (-50 - +40 °C) for non heated 
or ventilated ITS stations 

• High and low temperature as defined for 4K2 (-33 - +40 °C) for heated and 
ventilated ITS stations 

• Low and high relative humidity as defined for 4K3 (15 – 100 %) 

 The ITS station non-weatherprotected components shall function faultlessly 
under the exposure of water from sources other than rain as specified in 
IEC-721-3-4: 4Z8 (water jets). 

 The ITS station non-weatherprotected components shall function faultlessly 
under the movement of surrounding air conditions as specified in IEC-721-
3-4: 4Z4 (30 m/sec). 

 The ITS station non-weatherprotected components shall function faultlessly 
under the following chemically active substances as specified in IEC-721-3-
4: 

• Road salts : 4C2 (salt mist)  

 The ITS station non-weatherprotected components shall function faultlessly 
under the following mechanically active substances as specified in IEC-721-
3-4: 

• Sand 4S1 (30 mg/m3) 
• Dust (suspension) 4S1 (0,5 mg/m3)  
• Dust (sedimentation) 4S1 (15 mg/(m3⋅hour) 

 The ITS stations non-weatherprotected components shall function 
faultlessly under the following mechanical conditions as specified in IEC-
721-3-3: 

• Stationary vibration, sinusoidal: 4M5 
• Non-stationary vibration including shock: 4M5 

 Enclosures for ITS station elements shall provide protection against access 
to hazardous parts (e.g., electrical conductors, moving parts), the ingress of 
solid foreign objects and against harmful ingress of water in compliance 
with IP 65 specified in IEC 60529. 

 All ITS station elements exposed to the external environment shall be made 
of corrosion proof material or have a corrosion proof coating. 

 

9.2. Other requirements 
 The ITS station shall be compliant with Directive 99/5/EC 

 The ITS station shall be compliant with Directive 2004/108/EC 

 The ITS station shall be compliant with EN 300 674-2-2  

 The ITS station shall be compliant with Directive 2002/96/EC 
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 The ITS station shall be compliant with Directive 2002/95/EC 

 The ITS station shall be compliant with the Directive 2006/95/EC 

 The ITS station shall be compliant with Directive 2001/95/EC. 

 

   

9.3. Installation requirements 
 The ITS station shall connect to utility main Alternating Current (AC) with 

nominal voltage 230V tolerance: +10 / -15% and frequency 49 – 51 Hz. 

 The ITS station shall compensate main power failures by an Uninterruptible 
Power Source (UPS) dimensioned such that AC mains failure for up to 4 
hours shall not affect the performance of the ITS station and Power backup 
system shall be fully recovered within 2 hours after the utility main power 
has returned. 

 The ITS station shall have an overvoltage protection and lightning 
conductor. 

 The ITS station shall be compliant with 'Forskrift om elektriske 
lavspenningsanlegg'. 

 The ITS station cabinet shall have brackets for installation in gantries, on 
poles or on concrete fundaments. 

Note 10 The type of brackets may differ from one ITS station to another. 

 The brackets shall be easy to use and not require specific tools. 

 The ITS stations that are accessible by unauthorised persons shall be able to 
lock preventing the unauthorised persons to remove the ITS station. 

 

9.4. Marking and identification 
 The ITS station shall have a unique ID (both in figures and barcode) printed 

on, burned on or printed on a sticker permanently fixed to the ITS station 
enabling a visible reading of the ITS station ID throughout the lifetime of the 
ITS station (i.e. UV resistant). 

Note 11 The NPRA will provide the unique Id. 

 The ITS station shall be marked CE according to relevant EC directives. 

 

9.5. Colour and size 
 The ITS station exterior shall have a light grey or dark green colour. 
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Note 12 The colour will be defined by NPRA depending on the ITS station environment, e.g. in 
urban or rural areas. 

 The ITS station enclosure shall, to the extent possible, be designed as small 
as possible to minimise the visual impact when installed in urban areas. 

 

9.6. Monitoring 

 Initialisation and control 
 The ITS station shall be in one of the following states: 

• OFF, i.e. the ITS station is powered down and cannot be remotely started  
• ASLEEP, i.e. the ITS station is not powered down but does not perform any 

ITS application. The state can be changed remotely to OFF or ON. 
• ON, i.e. in operation. The state can be changed remotely to ASLEEP or OFF. 

 The ITS station shall whenever being powered, e.g. after power break down 
or being installed and connected to the power, perform a self-booting cold 
start going to the mode ASLEEP. 

 The ITS station shall enable an operator to remotely restart the ITS station, 
i.e. perform a self-booting cold start, when the ITS station is in the state 
ASLEEP or ON. 

 The ITS station shall support the initialisation of the ITS station from a PC 
connected to the ITS station or remotely from the Central ITS station. 

 The ITS station shall support changing the status of the ITS station from a PC 
connected to the ITS station, remotely from the Central ITS station or from 
itself (scheduled action) 

 The ITS station shall confirm (response action) that any initialisation or 
control command (request action) given from a Central ITS station, 
connected PC or itself (scheduled action) has been successfully completed. 

 The response shall be sent to the Central ITS station or to a connected PC if 
the PC sent the request. 

 If the ITS station receives an ASLEEP command while it is in ASLEEP state or 
it receives an ON command while it is in ON mode the ITS station shall 
remain in the state it already is. 

 

 Timing 
 The ITS station shall support automatic clock synchronisation with a Central 

ITS station.  
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 The ITS station shall have a Master clock with a battery backup so that the 
maximum deviation per 24 hours is not more than 5 seconds even when it 
is powered down (independent of UPS systems). 

 During 24 hours, no internal clocks are allowed to deviate from exact time 
by more than 5 seconds, even during power failure or Central ITS station 
communication failure. 

 The ITS station shall have an alarm or failure message reporting the low or 
empty Master clock backup battery. 

 Adjusting a clock shall not influence on already set up timers, such as 
communication time-outs or regularly scheduled tasks.  

Note 13 Excepted here are tasks performed on a certain date, weekday or time of day. 

 

 Monitoring 
 The ITS station shall monitor the functionality and status of the ITS station 

and shall detect and register all major events at the ITS station in an event 
log. 

 The event log shall have a ring buffer with minimum 100 records. 

 The ITS station shall enable an ITS station operator to request the status of 
the ITS station via the Central ITS station or a connected PC. 

 The ITS station shall respond to a status request. 

 All events shall be time-stamped with the format YYYY:MM:DD:HH:MM:SS. 

 The ITS station shall enable the ITS station operator to define the intervals 
for automatic status messages from the ITS station to the Central ITS 
station.  

Note 14 The default value for the intervals is 15 minutes. 

 The ITS station shall in case of loss of power, perform a controlled 
shutdown and send a status report to the Central ITS station. 

Note 15 The requirement implies that the ITS station shall have an internal power source, e.g. a 
battery, which enables the controlled shutdown and alarm. 

 Depending on the priority of a message, the message shall be transferred to 
the Central ITS station immediately, within a certain time limit, when 
requested by the Central ITS station or when the communication line is 
opened for some other reason. 

 At least the following main functions shall be subject to monitoring: 

• Change in status of any controllable function 
• Electrical supply 
• Operation of all functions and modules subject to self-diagnostics 

mechanisms 
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 The ITS station shall log all active operations (Control functions) performed 
by the ITS station in the event log. 

 The ITS station shall have the ability to perform scheduled tasks, e.g. 
change of mode and transfer of data to Central ITS station. 

 Scheduler settings shall include the ability to control a task based on time of 
day, weekday, date and seasonal holidays.  

Note 16 A scheduled task may be set to be repetitive or single running. 

 Task scheduling shall be locally controlled on each ITS station, and shall not 
be dependent on communication with Central ITS station in order to start 
or stop task execution. 

 All scheduled task starting and stopping shall generate a record in the event 
log. 

Note 17 NOTE: The priority of the message signalling successfully execution of scheduled tasks 
shall normally be ‘information’. 
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Document revision history 
 

The objective of the Document Revision history is to reflect the evolution of the document.  

 

Version Date Author Main changes 

0.1 28.11.2012 Trond Foss First draft and outline 

0.55 16.05.2013 Trond Foss and 
Isabelle Roche-
Cerasi 

Functional architecture and requirements prepared by Isabelle 
Roche-Cerasi 

0.85 20.12.2013 Trond Foss Security and technical requirements are added. Functional 
requirements are further detailed. 

0.99 07.01.2014 Trond Foss Draft Final version for review by NPRA and SINTEF QA 

1.0 09.05.2014 Trond Foss Final version after NPRA and SINTEF Quality Assurance 

1.1 15.06.2016 Trond Foss The previous hierarchy of interface specifications has been 
removed and replaced with a comprehensive list of normative 
references that shall cover the interfaces. 

The ARKTRANS use cases have been removed and replaced with 
the ITS services relevant for the Roadside ITS stations. The ITS 
services are based on the ISO 14813-1 standard. 

Some minor editorial changes are also included. 

 

 


